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Defense advanced Research Project Agency (DARPA) is innovatively invested in research for defense against cyber-crimes and cyber-attacks through automated defense against social engineering attacks. This program is called Active Social Engineering Defense (ASED) and will focus on protecting the human interface that makes use of computer systems and network. The program seeks to protect the users of these interfaces from social engineering attacks through detecting attacks and coordinating investigations from information acquired by mediating communications between the users and potential attackers (Conteh & Schmick, 2016). The ASED program involves automated detection of social engineering attacks, automated investigation of social engineers and an evaluation team.
This research will be effective for counter terrorism and any form of attack that requires special clearance information. Any user given access to constantly screened to protect them from any coercion. Their communications and social network will also be investigated to identify potential attackers by identifying communication patterns and cross checking all the social contacts of all users. Cross checking will provide relevant information and possibly description of possible targets when the attackers conduct phishing expeditions to determine the users with relevant clearance. In case of breach of users, the program will also be able to use dialog-based challenges and responses to validate the identity of the user.
[bookmark: _GoBack]This program will help the law enforcement department in recognition and description of attackers and thus will facilitate arrests and the data collected leading to arrests will be significant convictions. The data collected will also be significant for high clearance private businessmen and public officials to safeguard their private information and reduce the risk brought about by cyber-crimes and cyber-attacks. In the case of identification of attackers, emergency response teams will be facilitated with the location early enough to stop the attack or minimize the casualties. https://www.darpa.mil/program/active-social-engineering-defense
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